CeepeHuns 06 yCcTaHOBKE 3K3eMMNsSpPaA NPOrpamMMmbl

Cucrtema ynpasneHus nnarexammu Forward
PMS

MpaBoobnapgaTtens:
OO0 «Popeappn-Tenekom»

Forward PMS (Payment Management System) — Cucrtema ynpasrieHus MaaTexamm,
npegcrasnser cobou pacrnpeneneHHy MaclTabupyemMyto CUCTEMY A1 OPraHU3aLMnN m
QBTOMQTU3ALUM [POLECCOB rpueMa u ob6paboTku nnaTexed, noaaepXUBAIOLLYO
MHTErpaumio C BHELHUMU [/IQTEXHbIMU CUCTEMAMU 4N MNPUEMA  TPAH3AKLMHY,
YrpaBAEHUS XU3HEHHbIM LMKIIOM rarexes (cosgaHue, uW3MeHeHue, yaareHue,
roJslyd4eHue CTaTyca, MoMcK), @ TAKXe 3arpy3ku n 06paboTku peecTpoB MIAaTEXeH.

Cuctema obecrnieynBaer nogaepXkKy pPaboTbl C PEKYPPEHTHLIMU MAATEXAMU U
MEPYQHTAMM, MPEenocTaBnseT rnbkme mHTEepercol A58 HACTPOWKM GU3IHEC-Toruku u
MHTErpaumm C BHELUHUMU YYETHbIMU U OGUISIMHIOBLIMU CUCTEMAMU, A TAKXE peanusyer
MEXQHU3Mbl MOHWUTOPUHIQA, XYPHASIMPOBAHUS M QHANIM3A Onepauuii Mo MIAATEXHbIM
CcObbITUSIM PA3TNYHOM CTPYKTYPBbI.

Vicnonb3oBaHWe [OAHHOMO peLUeHUs MO3BOJISET OMepaTopaM CyLIECTBEHHO CHU3UTH
3QTPATHl HQ MHTErPAUMIO C PA3TUYHBIMK MIATEXHBLIMU MPOBAUAEPAMY, ABTOMATUIALMIO
06paboTKM TPAH3AKUMU, CHUXEHUE YuCia owmnbOK npu py4yHou obpaboTke AAHHbLIX, A
TQKXe YCKOPWUTb 3QryCK HOBbIX MIATEXHbIX CUEHApMeEB 3Q CYET rnbKoOUM HACTPOUKM
6n3Hec-npaBusI M NMPOLECCOB.

KoHTakTHas nHbopMaums: support@fw-t.ru



mailto:support@fw-t.ru

1 Ouctpmnbytus

1.1 PacnpoctpaHeHue guctpubyrtmusa
ONcTpubyTUB KOMMIEKTA NPOrPAMM PACMPOCTPAHSETCS HA duanveckmnx Hocutensx (USB-
flash HCIKOI'IVITeJ'Ie) WK NO CCbinke Ha obnavHoe XpaHunuue.

Ouctpnbytne dopMmpyeTcs ANS KAXAOrO 30dKA3YMKA C  YYEeTOM TEeXHONOrm4yeckom
3KOCUCTEMbI U HEOHBXOOUMbIX MOoaynen pacmnperns GyHKLMOoHANA.

MoppobHas [OKYMEeHTAuMS MOCTABMASETCS Mocne apdnTauuMnm CUCTEMbl B npouecce
BHeOpeHMUs C y4eTOM 0COBEHHOCTEN KOCTOMU3ALUM.

1.2 Copep>xaHue pucTpmbyTusa
I'Iepequb YCTAHABIMBAEMbIX KOMIMOHEHTOB OcylecTBndetrca B COOTBETCTBUM CO
cneumdmnkaumen NoCTaBKM.

OuctpnbyTtuebl noctaensotTcs kak docker-obpas u obecneumBaloT B AANbHEWLIEM
KOPPEKTHYIO YCTAHOBKY PMS.



2 Mopsapok yCTAHOBKMU NporpaMMHoro obecneueHus

Mopynb PMS yctaHaenmBaeTcs n3 gokep-obpasa.

Cneuvanuctammn Popsapa-Tenekom npoBoguTca rpynnoBoe obyyeHne cneumnmanmcros
3aKa34YMKa MO pPA3BEPTLIBAHMIO U HACTPOWMKAM CUCTEMbl B Lensx obecneyeHus eé
OANbHENLLIEN KOPPEKTHON 9KCNyaTaumu.

2.1 MNoproroBKa K yCTAHOBKE

Mepen yctaHoBkon PMS HeobxoOouMMO MONy4YuTb OKTYANbHbIA penn3 pokep-obpasa wu
3anycTtuTb cepBuc PostgreSQL - yCTAHOBUTbL M HOCTPOUTL Cpeny:

PostgreSQL
e 3anyck cepeuca PostgreSQL
e Co3paHue cxeMbl C Ha3BAHMEM, KOTOPbIN YKA3dH B HAOCTpoMKax Finances
Subscriber
e YcTtaHoBka/WM3mMeHeHMe
a)
YcTaHoBka Yepes onumio option_microservices_integration:
Co3spgaHue nonb3osaTens "finances_ms"
Co3pgaHue TMNa NpoBoaKM C BHEWHUM ngeHTudukaropom "finances_ms"

Co30aHMe NCTOYHUKA NIIATEXA C BHEWHUM naeHTudumkaropom "finances_ms'
6)
M3MeHeHMe nakeTa Ha ypoBHe HacTpoek npunoxerus (app.finances.pack)
e 3anyck cepsuca Subscriber
Finances
e Co3paHue oupekTopuii Ha cepBepa ans peectpos (in, done, error)

e 3anyck Finances

2.2 YcTaHoOBKA

Mopsagok wuHcTtannsauum PMS npepcrtaeBnsger coboit nocnepoBaTenbHOE BbIMNOMIHEHME
O0EeNCTBUMN MO:

1. MonyueHuto Docker-obpaza PMS
2. KOHOUryprUpoBaHMIO NAPAMETPOB NPUIOXEHMUS

3. Hacrtporike npoduneir PMS



2.2.1 NMNonyuyeHue Docker-obpasa

MonyunTtb docker-o6pas 1 BLINONHUTL KOMAHAY BUAA:

docker pull registry.gitlab.ru/group/project/release:latest

Onsa 3anycka/octaHoBkM cepBuca u3 docker compose danna ncnonblyetcs KOMaHObI:

HasBaHus cepBUCOB: postgres, finances,

// 3Banyck

subscriber-oracle

docker compose up -d —--force-recreate HA3BAHUE CEPRICA

// OcTaHOBKa
docker compose stop HA3BAHME CEPBUCA
// TlpocMOoTp JIOTOB

docker compose logs HA3BAHME CEPBUCA -f --tail 1000

2.2.2 KoHdurypupoBaHue napaMeTpoB NPUJIOXKEHMUS

BbINONHUTL KOHOUIYPALMIO NAPAMETPOB MPUNOXKEHUS.

Onuus 3Ha4YeHue Nno yMoJTYaHUIo
spring.application.name Finances
server.port 8080

spring.datasource.hikari.connection-timeout 5000
spring.datasource.hikari.maximum-pool-size 5

spring.jpa.properties.hibernate.jdbc.batch_s 30
ize

grpc.client.subscriber.address static://localhost:8051

spring.profiles.active paysystems,export-
kafka,export-subscriber-
ora,registers-

load,recurrents

KomMmeHTapui
HasBaHue npunoxeHus
MopT npunoxeHus

TarMayT nogkoYeHns
k b

Pasmep nyna
NnoaKItoYEHNN

Paamep naukm
BbiMnonHeHus batch
onepaumnin B b,

MyTb K gRPC cepBucy
cabckpanbuHra

Mpodunu npunoxeHus
AKTUBUPYIOT PA3Hble
acnekTbl paboThl
Mopyns:

e paysystems -
WHTerpaums c
NAATEXHbBIMMU
cuctemMamu
(nnaTéxHbie
cepBneThbl)

e export-kafka -
BbIrpy3Kd



Onuus

app.default.lockAtMostFor

app.default.currency

app.scheduler.initialDelay

app.paysystems.header-real-ip

app.paysystems.header-payment-system-

ident

app.paysystems.audit-requests

app.paysystems.skip-save-headers

app.paysystems.json

3HayeHue no yMoJsiuaHuio

PTIOM

RUB

PT5S

X-Real-IP

X-PaymentSystem

true

accept,accept-
encoding,connection,cooki
e,postman-token

KoMMeHTapui

nHdopmaumm o
nnatexax B Kafka

e export-subscriber-
ora - BbIrpy3ka
nnaTexemn
HAMpPSAMyo B
cabckpainbep Ha
Opakne

e registers-load -
MopyJb 3Arpy3ku
PEECTPOB NaTexewn
(ckaHnpoBaHue
auMpekTopui)

e recurrents -
nogcucTtema
npnéma
PeKYPPEHTHbIX
nnartexemn

MakcumanbHoe Bpems,
Ha KOTOpoe
YCTAHABMMBAETCS
pacnpepnenéHHas
6nokumposka shedlock

Bantota no YMOJTYAHUIO

BpeMs 3apepxxku nepen
NMepBbIM BbIMONTHEHNEM
30[a4M

Http header,
YKO3bIBAKOLMA HA
peanbHbIN IP

3drofoBoK ¢ Ha3BAHUEM
NAATEXHON CUCTEMbI, B
CTOPOHY KOTOPOM NaET
obpauieHne

MpwnsHak 3anucu B
AyauT NAATEXHbIX
cucTeM - Tabnuua
payment_system_audit

Crncok 3aronoBkoB
http sanpoca, koTopble
He ByaoyT COXPAHEHbI B
ayaut

Teker
KOH}UrypaLMOHHOro
$anna akTMBHBbIX
NNATEXHbIX CUCTEM B



Onuus 3HaueHue no ymonuauuio KoMmMeHTapuit
dopmare json

app.paysystems.json-path classpath:paysystems.json MyTb k
KOHPUTYPALMOHHOMY
darny akTUBHbIX
MAATEXHbIX CUCTEM B
dopmare json

app.scheduler.payments.topic payments-flow HassaHue Tonuka Kafka
A5 OTNPABKM cObbITUM
o npuéme/ypaneHum
nnarexa

app.scheduler.payments.exportFixedRate PT5S YacToTa 3anycka
Wwepnynepa - akcnopT
nnatexen B Kafka

app.scheduler.payments.lockAtLeastFor PT5S MuHUManbHoOe BpeMs
ONOKMPOBKM Weaynepa
- OKCMOPT NaTexen B
Kafka

app.scheduler.payments.exportTo Kafka,SubscriberOra CucTteMsl s akenopTa

nnaTexemn

e Kafka - Bbirpyska
cobbitnin B Kafka.
Bbirpysky
ocyllecTenset
npouecc finances ¢
npodunem export-
kafka

e SubscriberOra -
BbIrPY3Kd cobbITUI B
Subscriber-Ora.
Beirpysaky
ocylecTenset
npouecc finances ¢
npodunem export-
subscriber-ora

app.registers-load.threads 5 Kon-Bo noTtokos
3Arpysku peecTpoB
nnaTexemn

app.registers-load.loadFixedRate PT5S YacToTa 3anycka

Wwenynepa - 3arpyska
peecTpoB nnaTexemn

app.registers-load.lockAtLeastFor PT5S MuHUManbHoe BpeMs
6noKMpoBKM Wenynepa
- 3arpysKkd peecTpoB
nnarexemn

app.registers-load.maximumFileLock PT5M MakcumanbHoe Bpems



Onuus

app.registers-load.fillContractRegCreated

app.registers-load.fillContractCheckDelay

app.registers-load.json

app.registers-load.json-path

app.registers-lead.leadFixedRate

app.registers-lead.lockAtLeastFor

app.recurrents.json

app.recurrents.json-path

3HayeHue no yMoJsiuaHuio

PT72H

PTIH

classpath:registers.json

PT5S

PT5S

classpath:recurrents.json

KoMMeHTapui

obpaboTku danna
peecTpa nnarexemn.
Ecnu obpaboTka panna
He 30KOHYEeHa B
yKA3aHHOE BpeMs -
dann 6ynet B3AT HA
06paboTky Apyrum
MOTOKOM.

3anonHATb KOHTPAKT
L1 PEECTPOB,
CO3[0AHHbIX B
YKA3QHHbIN Nepuopg, ot
TEeKyLLEero MOMeHTad

3apepXKa NOBTOPHOM
NPOBEPKMN KOHTPAKTA

Teket
KOHPUTYPALMOHHOIO
$anna akTMBHBbIX
3arpy34ymKoB peecTpoB
nnartexemn B opmare
json

MyTb K
KOHOUIYpPALNOHHOMY
danny akTMBHbIX
3Arpy34YmKoB PeEeCTpOB
nnartexen B opmare
json

YacTtoTa 3anycka
wenynepa - nomck
KOHTPAKTOB AO11s
nnartexa peecTtpa

MuHnmManeHoe BpeMs
ONOKMPOBKM Weaynepa
- MONCK KOHTPAKTOB AOns
nnartexemn peecrpa

TekeT
KOHPUTYpPALMOHHOIo
$anna akTMBHBbIX
06paboTumkoB
PEKYPPEHTHbIX
nnartexen B popmare
json

MyTb K
KOHOUIypPALNOHHOMY
danny akTMBHbIX
06paboTumkoB



Onuus

app.recurrent.max-retry-count

app.cloudpayments.base-url

app.paymaster.base-url

app.yookassa.base-url

app.recurrent.scheduler.initialDelay

app.recurrent.recurrentFixedRate

app.recurrent.lockAtLeastFor

3HayeHue no yMoJsiuaHuio

https://api.cloudpayments.

ru

https://paymaster.ru/api/v

2

https://api.yookassa.ru

PT5S

PT5S

PT5S

app.recurrent.recurrentProcessedRequestsFi PT5S

xedRate

app.recurrent.token.scheduler.initialDelay

app.recurrent.token.recurrentFixedRate

PT5S

PT5S

KoMMeHTapui

PEKYPPEHTHBIX
nnartexen B popmare
json

Kon-Bo nonbIToK
BbINMOJIHEHMUS
peKyppeHTHOro
nnarexa npuv
BO3HUKHOBEHWM OLLINBOK

Appec cepsuca
cloudpayments

Appec cepsuca
paymaster

Appec cepsuca
yookassa

Bpems 3apepxkn nepeq,
NepBbIM BbINONTHEHNEM
3apaum

BoipaxkeHune gns
$ukcupoBaHHOro
BbIMNOSIHEHUS 3AAAYN
(oBpaboTka ouepenm
PEKYPPEHTHbIX
nnartexem)

BpeMs 610kMpoBKU
obpaboTumka 3agay
(oBpaboTka ouepenm
PEeKYPPEHTHbIX
nnarexen)

BoipaxxeHune gns
dUKCUPOBAHHOIO
BbIMOSTHEHUS 30004YN
(oBpaboTka
pPeKYpPPEHTHbIX
nnarexemn c 3aBMCLLIMM
CTATYCOM)

Bpems 3apepxkn nepeq,
NepBbIM BbINOMHEHNEM
3apaum (o6bpaboTtka
ouepenmn TOKeHOB)

BeipaxkeHune gns
OUKCNPOBAHHOIO
BbIMNOSIHEHUS 3AAAYN
(o6paboTka ouepenm
TOKEHOB)



Onuus 3HauyeHue no ymonyaHuio  KoMmMeHTapui

app.recurrent.token.lockAtLeastFor PT5S Bpems 610kMpoBKU
obpaboTumka 3apgay
(oBpaboTka ouepenm
TOKEHOB)

app.scheduler.paymentTokens.topic paymentTokens-flow HassaHuWe Tonuka, no
KoTopoMy bynet
CO3[0HO CobbITME B
KadKy O ToKeHe

app.scheduler.paymentTokens.exportFixedR PT5S BbipaxkeHune ans

ate dUKCHMPOBAHHOIO
BbIMOSIHEHUS 3AQAYN
(ekcnopT TOKEHOB B

KaoKy)
app.scheduler.paymentTokens.lockAtLeastF PT5S BpeMs 6noknpoBku
or obpaboTumka 3agay

(ekcnopT TOKEHOB B

kadky)

2.2.3 Hactpouka npodpuneu PMS

2.2.3.1 TMpodunb: paysystems

HeobxoOouMo aKTUMBMPOBATbL MIIATEXHbIE CUCTEMbl. Hanpumep - Onsg akKTMBALMM ABYX
Takmx cuctem Osmp 1 Rps - ncnonb3yeMbiit json ByaeT BbirnageTb Tak:

[

"paymentSystemIdent": "Osmp",
"paymentSourceldent": "online-Osmp",
"currencyCode": null,
"description": "Ipuém marexer uepes O6men c¢ OCMI/QIWI",
"protocol": "Osmp"

by

{
"paymentSystemIdent": "Rps",
"paymentSourcelIdent": "online-Rps",
"currencyCode": null,
"description": "Ilpmém mnyarexelr uepes PIC",
"protocol": "Rps"



Oanee koHOUr Heob6XxOOUMO UM NMepPenaTh B NMPUIIOXEHUE B BUOE TEKCTA B NapameTpe
app.paysystems.json, unu B Buae danna, nycTb K KOTOPOMY YKA3bIBAETCS B NAPAMETpe
app.paysystems.json-path. MepBas HacTpolika, B BUAE TEKCTA, UMEET MPUOPUTET.

2.2.3.2 Mpodwune: registers-load

AHANOrMYHO NNATEXHbBIM CUCTEMAM, OKTUBHbIE 3ArPY3YMKN OHINIANH PEeCTPOoB MNiaTexXemn
onucbiBaloTcs B json ¢dopMaTe M nepepaétca nmbo B BuMOe TEKCTA B NApPAMETpe
app.registers-load.json, unn B BMAae ddanna, nNycTb K KOTOPOMY YKO3biBAETCS B
napametpeapp.registers-load.json-path. MNepBas HacTpolka, B BMOE TEKCTA, UMeeT
npuopuTer.

MpuMep HACTPOMKKN ABYX NAPCEPOB:

[

"paymentSourceldent": "register-genbank",
"currencyCode": null,
"description": "Peectp u3 I'enbankxa",
"parser": "Genbank",
"directory": {
"ext": [
"otxt"
1,
"dirIn": "S${app.regs.workdir}/genbank/in",
"dirError": "${app.regs.workdir}/genbank/error",
"dirDone": "S${app.regs.workdir}/genbank/done"
}
by
{
"paymentSourceldent": "register-megabank",

"currencyCode": null,

"description": "PeecTp mu3 Merabanka'",
"parser": "Megabank",
"directory": {
"ext": |
"otxt"
I
"dirIn": "S${app.regs.workdir}/megabank/in",
"dirError": "${app.regs.workdir}/megabank/error",
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"dirDone": "${app.regs.workdir}/megabank/done"

]

B naHHOM cnyuae aktnBmnpyeTtcs gBa napcepa - Genbank n Megabank

2.2.3.3 TMpoodunsb: export-kafka
Boirpyska nnarexen B Kafka.

MCI'IOJ'Ib3yeTC$I, ecnun 3aadHO 3HaYeHune HCICTpOl‘/JIKVIZ

app.scheduler.payments.exportTo=Kafka

2.2.3.4 Tpodunsb: recurrents
KoHbUr akTUBMPOBAHHBIX MOACUCTEM MPUEMA PEKYPPEHTHBIX NIATEXEN

3apaértcs B BUAe json. Hanpumep:

[

"merchant": {
"name": "CloudPayments",
"ident": "CloudPaymentsIdent"
by
"paymentSourceldent": "recurrent-CloudPayments",
"currencyCode": "RUB",

"description": "Ipmuém PEeKYPPEHTHHX aTexen yepes

CloudPayments",
"protocol": "CloudPayments",
"options": {
"publicId": "~change-me~",
"secretKey": "~change-me~",

"updateTimeMinute": "15"

]

Oanee OAHHLIM KOHOUM HEoBXooMMO WKW MepefaTb B MPUMOXeHWe B BUMAOE TEKCTA B
napameTpe app.recurrents.json, unu B Buge ¢amna, nyctb K KOTOPOMY YKA3bIBAETCS B
napameTpe app.recurrents.json-path. [lMepBas HacTpoWka, B BuAE TeEKCTd, WMeeT

npuopuTer.

il



2.3 [JononHutenbHblie cBegeHus

N3meHeHUs Ha cxemy B[] HakaTbiBatoTCs Yepes Liquibase.

AKTMBAUMS HOBOM MNATEXHOM CUCTEMbI MPOU3BOAUTCS NyTEM Moanbukaumm json damna
AKTUBHbIX MIATEXHbLIX CUCTEM U MOCNenylLWnM pectapToM cepsuca. Mpu paboTe nop
ynpaeneHnem K8, pekoMeHgyeTcs 3anyckatb 2 1 6onee ak3eMnispoB MPUNOXeHUs Ons
obecneueHuns 6eCLLIOBHOro pecTapTd cepBUcal.

2.4 TecToBbIX CLEHAPUUA

Ona pobaBneHus/U3MEHEeHUS HACTPOEK PEeecTpPoB HYXHO MW3MeHUTb dann Buaa
/opt/pms/finances/config/registers.json n nepe3anyCcTUTh cepBUC

Finances.
OT1anbl TECTUPOBAHUS:

e [ob6asutb darnbl B anpektoputo /opt/pms/finances/genbank/in (Tectosbin dpan
genbank)

e [NoxpaTtbcsa 06paboTkn Gpannos 1 BbINOMHUTbL 3AMPOC:

SELECT * FROM finances.payments;

e [locne 06paboTku danna NNAaTexwu nosssTcs c NPU3HAKOM
payments.confirmed=false.

Oanblwe nepuoanyeckmnin npouecc Ha ctopoHe finances BbINOAHUT NPOBEPKY HA HaAnNU4YMe
KOHTpaKTA y cepBuca Subscriber, n npoctaesut payments.confirmed=true.

anMe"IOHMeI anga OYNCTKN OAHHbIX NCMOJIb30OBATHL:

TRUNCATE TABLE finances.payments CASCADE;
TRUNCATE TABLE finances.register file CASCADE;

TRUNCATE TABLE finances.registers CASCADE;
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